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From the Chairman’s Desk

Data protection Continues to be a topic of hot discussion in India. With
every delay in the passage of PDPB 2019, a new discussion emanates
about what is in store when the next Parliament session convenes.
Will PDPB 2019 be finally passed? If so, what would be the time frame
for implementation, and will there be a major change between the earlier
version and the version which will be presented by the new JPC?... Are
the questions to which we the professionals have no answer.
To answer all the queries and to discuss the national and international perspective on the law,
technology and managerial aspects of Data Protection, FDPPI is conducting the Indian Data
Protection Summit 2021 (IDPS-2021) which is the biggest Data Protection related event in
India. This is the second year when such a program is being conducted.
The IDPS 2021 is a virtual conference to be held on November 17,18 and 19th and 52 eminent
speakers will be speaking on different topics related to data protection. The sessions will be
from 2.00 pm IST to 8.00 pm IST. The program is being offered free for the benefit of the
Indian Data Protection Community.
All discussions are focussed on Privacy and Data Protection and hence like a LASER beam
that gets its penetrative strength out of coherence of the light waves, IDPS 2021 derives
enormous knowledge transfer strength by all the 9 Panels and 6 speaker sessions focussing on
one central topic.
It is expected that the event will be a unique experience for the participants.
We request all of you to make it a point to attend the program in full.
Recognizing the importance of this event, this issue of Data Protection Journal of India is
dedicated to the information in IDPS 2021.
Naavi
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From the News Room

1. Bureau of Indian Standards released a new standard document under the number IS 17428
(For more detailed discussion on the above news bits, please visit www.naavi.org and
www.fdppi.in )
2. The Joint Parliamentary Committee (JPC) which was re-constituted after several members
were drafted as ministers is expected to present a new version of the Bill in the Parliament
in December 2019.
3. The new JPC has been holding discussions with state Governments and discussing the need
for Data level Data Protection Authorities.
4. The JPC is also having discussions with sectoral representatives such as Banks and
discussing the need for harmonization of sectoral regulations.
5. As per the unconfirmed news paper reports the UIDAI and RBI have been suggesting that
they should be provided some exemptions in the PDPB.
6. Government of India has rolled out the DEPA framework (Data Empowerment and
Protection Architecture) in the financial sector for the Account Aggregators. RBI is issuing
licences as “NBFC-AA” to enable a “Consent Framework” to be adopted for collection of
personal data and sharing it with the FINTECH industry operators. Banks are likely to be
the data providers. The Account aggregators are referred to as “Consent Managers” a term
used in PDPB 2019. However, the Account aggregators are likely to function as technical
intermediaries to act as conduits of personal information but will not have visibility to the
data. Hence they will be different from the Consent Managers under PDPB 2019.
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Nine Panel Discussions
IDPS 2021 will comprise of 9 Panel Discussion Sessions, Seven Key Note speeches besides
the Inaugural and Valedictory session. In between there will be one session in which an award
will be given for the “Data Protection Champion” in which the awardee will speak for a few
minutes.
The themes of the 9 Panel sessions indicate the overall coverage of discussions which the 52
speakers will place for the benefit of the audience. A brief description of the nine themes are
contained below. This will set the background for more discussions that will follow:

Theme 1: Data Protection Law in India,-Past, Present and Future
The objective of this session is to place before the audience a brief account of how
the concept of Privacy has emerged from the Constitutional provisions to the
current state of Personal Data Protection Bill 2019 (PDPB 2019).
India has been debating on the Privacy Legislation for a long time and each time the law is
being frustrated due to many reasons. Though the constitutional provisions have been
interpreted by the Supreme Court in some of its judgements as guaranteeing “Privacy” to the
citizens of India, the concept had not been crystalized as a well defined “Right”.
In 2000, ITA 2000 became a law and gave provisions of “Data Protection” under Section 43
which provided for compensation to a victim of “Data Loss”. This provision could be extended
to the victim who had lost his personal information due to unauthorized access also and hence
was indirectly providing a legal remedy against personal data theft. There were provisions
under Section 66 which could extend the contravention into a criminal offence. The concept of
“Due Diligence” and “Negligence” were also available for extending the liabilities to the
intermediaries who were “Data Controllers/Processors”. The Adjudicating officers and the
criminal Courts provided the judicial support.
The provisions of ITA 2000 were however recognized as a measure of “Cyber Crime
Prevention” and was not properly recognized as a “Personal Data Protection Measure”. The
amendments to ITA 2000 in December 2008 which was notified in October 2009 finally gave
a concrete shape to the “Data Protection law” in India with the introduction of Section 43A as
a measure of fixing accountability to body corporates for protection of sensitive personal
information and Section 72 A for personal information. Sections like 67C, 70B, 69,69A,69B
all supplemented the either supplemented the personal data protection or added exemptions
through powers to different authorities.
The Government had also introduced a “Privacy” bill even in 2005 along with the introduction
of the ITA 2000 amendment bill. Had this bill been passed, India would have a Privacy Act
much before the Supreme Court could sit in judgement of Privacy issues in the use of Aadhaar.
However this 2005 bill was allowed to lapse and the Supreme Court in its now famous
“Puttaswamy Judgement” held that “Privacy was a fundamental Right in Indian constitution”.
The Court upheld the use of Aadhaar with some restrictions but through the Puttaswamy
judgement, urged the Government to take action in passing a proper Privacy Act in India.
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Following this, the Justice Sri Krishna committee was formed and it came up with its report
leading to the draft of PDPB 2018 presented in the Parliament in December 2018. This bill was
put up for public opinion and re-presented as PDPB 2019 in the next parliament. A Joint
Parliamentary committee (JPC) under the chairmanship of Ms Meenakshi Lekhi had extensive
discussions and submitted it to the Cabinet committee for finalization.
However further hurdles emerged as some of the JPC members including the Chair person
were drafted as Ministers and the JPC demanded a discussion once again of the final version.
From the information now available, the new JPC is getting ready to submit its modified
version back to the Cabinet and the bill may be placed in the Parliament in the December
session.
There is in the meantime a demand to convert this “Personal Data Protection Bill” into a “Data
Protection Bill” by bringing in some provisions which were expected to be introduced as “Non
Personal Data Governance Act” as recommended by the Kris Gopalakrishna Committee has
surfaced.
The final avatar of the PDPB2019 may therefore extend the provisions into a few provisions
applicable to Non Personal Data such as “Notification of breach of Non Personal Data” to the
Data Protection Authority envisaged under PDPB 2019 and some other provisions regarding
Anonymized personal data.
The Panel will discuss the views of the Supreme Court on Privacy, how the provisions of ITA
2000/8 and the PDPB 2019 have become part of some of the recent High Court decisions
making the PDPB 2019 as if it is “Due Diligence” under ITA 2000.
Looking back at the Personal Data Protection Bill 2006 (which lapsed) the need for simpler
laws that lead to better voluntary compliance is also a matter to be discussed. (See a note on
PDPB 2006 at the end)
With every passing day other countries in the world are passing their own legislations on
Privacy. Even Pakistan and China where there is no respect for Democracy as in India have
their Personal Data Protection Law, while in India the debate continues …
Some of the issues that the panel needs to answer are..
a) Are the provisions of PDPB 2019 a good match for Global expectations?
b) Is PDB2019 a clone of GDPR?
c) What kind of disruptions will PDPB 2019 create in technology, HR and Compliance
segments of the industry when implemented?
d) Does PDPB 2019 represent “Due Diligence” under ITA 2000 for companies to
implement?
e) Will the introduction of Non Personal Data Governance provisions within the PDPB
dilute the Personal Data Protection?
f) Are penalties at the turnover level reasonable and whether compliance can be better
achieved with the fear of penalty?
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Theme 2: The DPO and the Data Auditors-A new career opportunity
Objective of this session is to discuss the new career opportunities that will be
available for professionals as “Data Protection Officers” (DPO) and “Data
Auditors”.
PDPB 2019 requires designation of an employee as a DPO by every “Significant Data
Fiduciary”. A Data fiduciary may be considered as a Significant Data Fiduciary based on the
volume of personal data processed, sensitivity of personal data processed or the turnover of the
organisation.
The DPO is a senior executive designation which requires the knowledge of data protection
laws and also the knowledge of technology related to personal data processing. The DPO is the
single point contact for the data principals to get their grievances redressed and needs to
understand the processes such as the working of an ombudsman, the mediation and arbitration.
He may have to also interact with the Adjudicator and in some cases the Appellate Tribunal.
The DPO should also be able to interact with the regulator besides managing the internal
relations with the Technology department, compliance department, HR department etc.
Hence the DPO needs to possess multiple skills of Law, Technology and Management. In view
of the roles enjoyed, the DPO has to be at the CxO level and often report directly to the Board.
The role of DPO may be filled up by the CISO or the CCO within the organization by an
elevation or recruited from outside at the senior position.
Hence DPO is a coveted position that is a career to be pursued by both the Technology experts
and the Legal experts.
PDPB also mandates an annual data audit by an external data auditor. The “Data Auditor” is
different from the statutory financial auditor and needs to have the skills and knowledge
required by a DPO. Additionally he should possess the skills of conducting an audit, creating
a written report and evaluating the Data Trust Score.
The Data Protection authority when in place may accredit data auditors based on some criteria
of their own.
Just as a CISO or CCO may look upto the position of the DPO, information security auditors
who are today engaged in ISO 27001 and other audits may look upto doubling up as auditors
for the Personal Data Management System also.
In the light of the above possibilities the panel may discuss issues such as
1.
2.
3.
4.
5.

What are the requirements of a good DPO?
Would a CISO make a good DPO?
Can the roles of CISO and DPO be combined?
How can an IS auditor graduate as a Personal data auditor?
Is there a scope for developing DPO as a service? Etc.
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Theme 3: Big Data and Digital Marketing in the Data Protection Era
The objective of this session is to underscore the difficulties faced by the two major
industries namely the Big Data Industry and Digital Marketing Industry due to
the emergence of the Data Protection laws which place restrictions on profiling,
collection of data and the heavy penalties
Big Data and Digital Marketing are two key industries that are most affected by the restrictions
placed on data processing under the data protection laws.
The aggressive approach of Digital marketing companies initially resulted in anti spam laws.
Later the regulatory focus has turned to the collection of personal information by the digital
marketing companies. The invasion of privacy felt by individuals by digital marketing
companies trying to extract personal data from wherever possible has been one of the main
reasons why Privacy laws have considered “Sale of Personal Data” as a sin and penalize such
efforts severely.
At the same time it is a fact that use of Internet proliferated because the cost of providing
internet service and other content related services riding on the internet was kept low because
of the advertising revenue generated.
However, the greediness of advertisers who donot mind blocking the content with full screen
ads that donot go away, videos which start playing automatically when you want to read the
page in silence, have made “Marketing” the enemy number one as regards privacy activists.
Similarly, the Big Data industry represents innovation and incorporates Data Science, Artificial
Intelligence and Machine Learning. Big Data analytics provide many insights into the way
markets behave. This is a useful information for the development of commerce. Many
applications of Big Data work on Anonymized data but some useful analytics require limited
data sets with some identity parameters. The requirements of strict “Purpose specific”
collection and use of personal data which every data protection law supports is a barrier for
innovative use of available data and discovery of new uses of available data.
The objective of this session is to discuss the conflict between the data protection regulations
and the needs of the Big Data and Digital marketing industries and to identify how the
requirements of the industry can be harmonized with the needs of Privacy Protection.
In this context the panel will discuss the issues such as…
1. What are the latest developments in behavioural analysis through use of AI in social
media interactions?
2. What are the challenges in ensuring that Data Analytics remains within the boundaries
of purpose specific consent?
3. What are the compliance issues in “Data Scrapping” of publicly available data on
Linked In or Face Book?
4. Does anonymization of personal data for analytics require a separate consent?
5. Data Analytics is dependent on AI. Automated Decision Making is one of the concerns
under GDPR where a Right to Object is specifically provided. Does this adversely affect
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the growth of the AI industry? PDPB 2019 only refers to “Profiling” under Right to
Portability and not “Automated Decision Making”. Does this provide more freedom to
AI companies?
Theme 4: Employee Privacy and Role of HR in Data Protection
The objective of this session is to discuss the roles and responsibilities of the HR
department in the compliance of Data protection regulations and also the special
difficulties involved in managing the privacy of employees.
Since the Data Protection regulation is a new regulation applicable to the data processing
industry, every organization engaged in the business of processing data will be required to
create awareness of the law with the employees and hence building awareness through
employee training becomes part of the extended HR function.
More importantly, identifying the senior executive for the position of the DPO is another area
where the HR department needs to assist the top management.
What is however more critical is that as regards the data protection regulation applicable to the
employees, the HR department has to take a lead role to assist the DPO. Employee Privacy
involves pre-onboarding issues when prospective job applicants provide different personal
information to the organization some of which may be considered sensitive. Organizations also
collect “Back ground Information” through third parties who may or may not completely
adhere to the norms of data protection as per law. Then the question of what to do with the
information related to rejected candidates is an issue. Whether they need to be stored for a
certain time or discarded at the end of the purpose for which the information was provided
requires to be addressed. Similar issues arise at the time of the post-termination when the
employee assumes the “Ex-Employee” status.
In between, the employee has to be continuously monitored and evaluated both for performance
evaluation and for information security reasons or for implementing employee welfare
schemes.
Employees during their employment as well as on termination often nurse some
disappointments in the job environment and are vulnerable to turn hostile to the Company.
Though the employment contracts try to address some of the issues related to employee
monitoring, the contracts obtained at the time of employment are considered weak in law for
enforcement. Hence additional efforts may be required from time to time to ensure that
employee related non compliance issues are mitigated.
The panel is expected to discuss issues such as
1. How do we address the employee privacy issues as distinct from issues related to
public?
2. How do we ensure that the DPO and the Chief of HR work in harmony \?
3. How do we identify deviant behaviour of employees?
4. How do we ensure information security related monitoring of employees both inside
and outside the organization?
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5. What are the issues faced by MNCs where employees may be located in different
jurisdictions and may have different perceptions of Privacy?

Theme 5: Impact of GDPR and Other international data protection laws on Indian
Companies
The objective of this session is to discuss how laws such as GDPR and CCPA has
changed the data protection environment in India and psychologically prepared
the industry for adoption of similar laws in India and to discuss issues related to
cross border data transfer.
The huge administrative fine of 4% of turnover for noncompliance shook up companies across
the world engaged in data processing activities into taking action for compliance. Since GDPR
had some extra territorial application in the regulation, Indian companies reacted more sharply
and went about opening offices in EU and appointing DPOs.
Even the Indian Government moved quickly to set up the Justice Srikrishna Committee which
ended up with the current PDPB 2019.
After the Schrems II judgement where the EUCJ rejected the US privacy shield and
subsequently the EDPB came up with the four SCC drafts, the Indian companies have been
even more worried about the GDPR and going out of the way to brand themselves to be GDPR
compliant.
To some extent the predominance of data protection debate around GDPR has created
difficulties in understanding the applicability of the Indian data protection laws as well as the
laws of other countries.
Though all data protection regulations consist of certain Data Principles, Certain data subject
Rights, Certain Compliance requirements including appointment of DPO, notification of data
breach and instituting data protection by design, each law has some unique features.
Hence though GDPR may be considered as the gold standard in data protection, despite being
in compliance with GDPR companies need to be aware of laws of other countries and their
applicability to their data processing activities.
The esteemed panel of this session will discuss the effect of an Indian company’s exposure to
multiple laws and more particularly the Indian law as it exists, vis a vis the other country laws.
In this context the panel will address the following issues:

1. Impact of GDPR on the psyche of the Indian data protection professionals
2. The challenges of compliance to the Schrems II requirements
3. The four SCC draft contracts suggested by EDPB for data processing contracts
between the Data Exporter outside India and the Data Importer in India and vice versa.
4. How does the Indian companies propose to meet the huge liabilities sought to be
indemnified by them in the contracts
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5. How does the Indian companies propose to meet the requirements of the SCC requiring
protection of processing from being accessed by the Indian law enforcement agencies
or providing grievance redressal channels to the EU citizens

Theme 6: Technical tools for Data Privacy
The objective of this session is to discuss emergence of tools of data protection,
their performance and whether they are able to satisfy the legal requirements as
well as the complications that arise due to the tool vendors being actually disguised
joint controllers
Considering the enormity of the task of compliance as envisaged in GDPR and the need for
what can be called “Privacy By Design”, several technical tools have been introduced by
innovative vendors.
The tools could be for discovery of personal data in the legacy data store, obtaining and
preserving consent, prevention of data loss etc. There are also tools for pseudonymization and
anonymization, that are useful for companies to comply with the regulations. Tools may also
be required to monitor the age of the consent and taking action to delete the data no longer
necessary etc.
The panel will discuss the availability of technical tools and their efficacy.
The panel will in the context discuss
1. What are the prominent tools that are available for different data privacy obligations
and their principle functions.
2. Whether the role of the technology tool provider be considered as a Data Controller or
Data Processor if the tool is provided as a service
3. What are the risks associated with the use of third party tools without a source code
audit
4. How can the Data Processors secure themselves against the unauthorised access of data
from the vendor’s employees by accident or malicious intention?
5. What are the tools that assist in “Data Discovery” from legacy data? What are the
consequences of mis configuration and errors in such tools?
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Theme 7: Emerging Technologies, a boon or bane for Data Protection?
This session will discuss the impact of emerging technologies such as FaceBook
Smart Glass, Google galass, IoT, Medical implants, robotics etc using AI on the
Privacy of individuals
New Technologies bring with them new challenges. This is evident in the domain of data
protection more than ever before.
In the initial days it was the ubiquitous CCTVs that caused the privacy concerns. However now
new technologies such as Alexa, Facebook Smart glasses and Google glasses etc have created
new challenges to data protection.
In the medical world, several medical implants and wearables provide personal information on
the fly to the companies resulting in many issues related to privacy.
The deep fake software the voice modification software and many camera and video
applications supported by the 5G transmission technology will introduce hitherto unknown
risks which needs to be tackled by the data protection professionals.
Quantum computing, Artificial intelligence 3D Printing and robotic applications including the
introduction of humanoids, driverless cars etc have also brought in new dimension to the
concepts of data protection.
In this context, the panel of eminent speakers will discuss issues such as:
1. Privacy challenges due to public facing CCTVs
2. IoT devices and privacy
3. Industry 4.0 and privacy issues
4. Smart vehicles and the privacy issues
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Theme 8: Compliance Frameworks for ISMS, PIMS, DPMS and PDPCMS
The objective of this session is to discuss how different frameworks of compliance
address the requirements of data protection law compliance for companies in
India
The different data protection laws pose different challenges to industries in being
simultaneously compliant with multiple regulations.
The ISMS systems audited under ISO 27001, the PIMS systems audited under ISO 27701 have
been adopted by many organizations.
In India, there has been an attempt to introduce similar frameworks for compliance under the
BIS. The PCI DSS framework, the NIST framework etc have also been in vogue in the industry.
Recognizing the need for a framework which goes beyond the technical aspects of Information
Security or the GDPR, FDPPI has come out with a framework called Personal Data Protection
Standard of India (PDPSI) which is a unified framework for compliance built around PDPCMS (Personal Data Protection Compliance Management System) which is certifyable.
The experts would discuss the need for and efficacy of the different available frameworks and
inter-alia address issues such as
1. Does being in compliance with and certified for ISO 27001 be a sufficient compliance
of data protection in India
2. Is ISO 27701 focussed on GDPR compliance be a good framework for Indian
companies to be compliant to the Indian data protection laws?
3. Will IS 17428 solve the problem of Indian companies for an India specific compliance
framework?
4. How does PDPSI with its DTS computation framework address the requirements of
Indian data protection regulations?
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Theme 9: Data Valuation for Enterprise Valuation, Budgeting and Cyber Insurance
The objective of this session is to discuss the concept of Data Valuation in financial
terms and providing a visibility of the value of data to the management of an
organization.
“Data Valuation” is a new concept which has been introduced under the framework of PDPSI
which considers that “Visibility” of the financial value of Data is essential for the management
to understand the budgetary requirements for compliance related decisions.
Data Valuation is also very important for decisions such as Enterprise valuation for IPO s and
Mergers.
Data as a class of asset is different from the traditional assets such as tangible and intangible
assets and requires a different approach from known asset valuation principles.
The presence of data protection laws influence the value of personal data and the emerging non
personal data governance act will open up a need for monetization of the value of data.
Experts will debate issues surrounding data valuation including issues such as
1. How the value of data can be presented on a balance sheet?
2. Whether the personal data valuation change in accordance with the data protection
laws?
3. How does the quality of data or depth of data affect the valuation?
4. Will traditional accounting standards accommodate the valuation of data as a separate
class of asset?
These discussions would be supplemented by several key note speeches in between to provide
a comprehensive view of the Data Protection eco system.
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Key Note Sessions

Key Note speakers bring their own enormous experience into their talks. The expected
coverage of these presentations are as follows:
Justice B N Srikrishna
Justice B N Srikrishna (Retired) was the Chairman of the Srikrishna Committee which was
set up in 2017 after the Supreme Court judgement on Privacy, to recommend a suitable
legislation in India. The committee had representatives from the industry, NASSCOM and
studied the Data Protection laws in different countries including the EU GDPR. Finally, the
committee came up with its report along with a draft bill which was presented to the
Parliament as the Personal Data Protection Bill 2018 (PDPB 2018) in December 2018.
This version of the Bill was replaced by the PDPB 2019 after taking into consideration the
public opinion and also since the earlier Bill lapsed after the end of the Lok Sabha term in
2019.
Justice Srikrishna is the architect of the concept of the Data Controller being recognised as
“Data Fiduciary” which is a very significant contribution to the Data Protection concept. This
gave more powers to the Data Principal for Privacy Protection than GDPR provided under the
concept of Data Subject-Data Controller.
A second major contribution of Justice Srikrishna was the higher level of accountability
brought in for the Data Fiduciary in the form of mandatory annual data audit and
measurability of the Data Protection Compliance in the form of Data Trust Score (DTS).
In his key note Speech, Justice Srikrishna is expected to discuss the link between the concept
of Privacy as a fundamental Right and Data Protection obligation of a personal data
processor/Fiduciary.
At a time that the Joint Parliamentary Committee is in the final stages of finalizing the draft
of PDPB 2019 to be presented to the Parliament, views of Justice Srikrishna will be eagely
watched by the Government, the media and the industry.

Dr Triveni Singh
Dr Triveni Singh is the country’s foremost Cyber Crime investigator and is credited with an
informal recognition as the “Cyber Singham”. He has singlehandedly pursued many Cyber
Crime frauds committed in an organized manner in Delhi and UP area.
In his address, Dr Triveni Sigh is expected to highlight the conflict of the law enforcement
requirements and privacy concerns and how the law needs to balance the same.
Issues such as CCTVs on the public roads, need to curb technology which principally is
created for breaking law as well as the precautions to be taken by the Police once the PDPB
2019 becomes an Act are likely to be touched upon by him.
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Mr Rakshit Tandon
Mr Rakshit Tandon is a person who has been educating the younger generation in India about
Cyber Crimes and Cyber Safety for a long time. With social media followers of several lakhs,
he understands the pulse of the younger generation of today and their psychological
dispositions.
Rakshit is expected to discuss the issues related to Privacy and Social Media, the behavioural
traits that create trolls, fake postings etc.
Dr Sahadev Singh
Dr Sahadev Singh is a senior Government official and undersecretary in the ministry of Law
and Justice. He law background and interacted with a number of Privacy and Cyber Security
issues with Government agencies.
Dr Sahadev Singh is expected to share some of his thoughts on the challenges in balancing
the requirements of Privacy Protection with the duty of the Government regarding Cyber
Security.
Mr Rajesh Kumar Viswanath
Mr Rajesh Viswanath is a lawyer with extensive experience in the industry on Cyber Law
and Data Protection.
He represents hands on experience in compliance of GDPR in a multinational company. In
his speech, he is expected to throw light on the issues of Cross border transfer of personal
data with specific reference to the EDPB and EUCJ guidelines on personal data exports from
EU region and the Standard Contractual Clauses.
Mr B Jayachander
Mr Jayachander is an experience Security professional with extensive exposure to
manufacturing industries and ISMS audits.
With a close understanding of the Industry 4.0 developments, he is expected to discuss the
privacy concerns that arise when new technologies are used in an industrial environment and
how the Non Personal Data created by the industry is likely to impact Privacy concerns.
In view of the rumour that the PDPB 2019 will perhaps address some issues of Non Personal
Data, it would be interesting to listen from Mr Jayachander about how the manufacturing
industry is likely to be affected by the new regulations on Data Protection.
Mr Ramesh Venkataraman
Mr Ramesh Venkataraman is a veteran in training and audits related to ISMS and Privacy. He
has worked extensively with FDPPI in the fine tuning of the PDPSI framework (Personal
Data Protection Standard of India) and how it meets the requirements of a Unified PDP-CMS
framework and incorporates the best principles of other frameworks such as ISO 27001, ISO
27701,PCI DSS etc.
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Here are a few questions that FDPPI has come across recently and some view points from
FDPPI team:

Q 1: What is IDPS 2021
A: IDPS 2021 is the Virtual Conference organized by FDPPI and is part of an annual exercise.
This is the second year of IDPS and the first edition of IDPS was conducted last year as IDPS
2020 also as a virtual conference. It is the largest data protection related event in India.
Q2: What is the Date and Time of sessions in IDPS 2021?
A: IDPS 2021 will be conducted on November 17, 18 and 19 from 2.00 pm (IST) to 8.00 pm
(IST). The time will be suitable for international audience also.
Q3: Who are the the speakers in the conference?
A: At present 52 speakers have committed to participate in 7 Key Note speaking sessions and
Nine Panel Discussions.
Q 4: Is there a Fee for delegates?
A: IDPS is free to attend. Registration is open on Zoom webinar platform and the link is
available at www.idps2021.in as well as www.fdppi.in
Q 5: Who are the prominent speakers?
A: A Full list of 52 speakers, the session details along with their profile is already provided in
the earlier pages of this journal.
Justice B N Srikrishna will speak on Day 1 at 6.00 pm.
Q 6: How is the conference structured?
A: The program will have three channels of discussion, one on Law, another on technology
and another on Managerial issues related to Data Protection. Together there will be a
comprehensive coverage of the topic.
Q 7: Last year, FDPPI had announced an annual award for “Data Protection Champion”. Will
there be an award given?
A: Yes. On the first day of the conference at 6.45 pm, the award is expected to be given to the
selected person whose identity is presently held confidential.
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Article published in Rostrum’s Law Review: RLR Volme VI
Issue 1, October 10, 2021

EMERGING CHALLENGES IN
CYBER LAW DUE TO ARTIFICIAL
INTELLIGENCE AND QUANTUM
COMPUTING
ABSTRACT
Rapid advancements in Computer Technology have brought a tectonic shift to computing
technology in matters such a how data is stored or processed or transmitted
in
a
computer
system.
Technological
advances
such as Artificial Intelligence, Quantum Computing, 3D Printing, Cyber Physical
Systems of the manufacturing industry, Big Data Analytics etc., have shaken the very
edifice of different aspects of Cyber Law starting from the definition of Data
, Data Processing, Computer, Privacy protection, Attribution, Privacy , etc.
After a while, technology is expected to be so different from the time the earlier laws
were framed that Cyber Jurisprudence may not even permit “Reading Down ” of a provision
since it can be argued that the law makers could not envisage the situation as it exists now
and hence Courts cannot apply old laws to current situations.
This paper discusses a few of the challenges that the Judiciary may face in the light of
some of the recent technological advances. The paper recounts some of the areas where
current laws have posed problem for judicial interpretation even in the context of current
technologies and then discusses the additional difficulties that may come up when
technology advances further.

INDIAN CYBER LAW WAS STRUCTURED AS A
“BRIDGING PROVISION”:
Information Technology Act 2000 as amended in 2008 (ITA 2000/8), is the current law for
the Cyber space transactions in India. It was drafted with a bridging provision
under Section 4 which meant that unless otherwise required, the current laws prevailing
in the country and applicable to paper documents could be automatically extended to the
requirements of Electronic documents. However a few special instances were recognized
and specific amendments to other legacy legislations were suggested when the law was
passed in 2000 and amended in 2008. Such changes were mainly made to Indian Evidence
Act though some changes were also made to IPC, Banker’s Bo ok Evidence Act and RBI Act.
A few exceptions were also listed where the Act was not to be applied to certain documents
and the list of such documents included Negotiable Instruments other than the Cheque,
Trust Deed, Will, Power of Attorney and documents for transfer of title in an immovable
property.
After the enactment of the law and subsequent amendments, three specific technology
related challenges have been confronted by the Judiciary. They are
1. Section 66A regarding “Penalization of offensive messages sent through a
communication device being violative of fundamental right to freedom of speech”,
2. Obtaining an e-Sign certificate online” and
3. “Presentation of electronic evidence under Section 65B of Indian Evidence Act “.
Another issue is brewing in the form of a “Pending Bill” to amend Indian Registration Act
1908
which
probably
may
not
get
passed
in
the
near
future and hence has been ignored in the current discussion.

SCRAPPING OF SECTION 66A
The first issue of mi s-application of law due to mis-understanding of technology arose
when Section 66A of ITA 2000/8 was scrapped by the honorable Supreme Court by holding
that “Punishing the act of sending an offensive message through e-mail or SMS message”
violated the Fundamental Right to Freedom of Expression” guaranteed under the
constitution .

In this context, Court ignored the counter argument that “Messaging” is different from
“Publishing” and the section only related to “Messaging between two individuals” and not to
” Public Speech”. In view if this, the alternate view was that the issue under content ion was
whether the “Receiver of the message experienced harassment or threat etc.” and not the
possible effect of the message on the society since the message was never meant to be
exposed to the society.
Unfortunately, in some instances which were brought before the Court, police had
erroneously booked cases under Section 66A as if a “message” was equivalent to
“publication”.
The Court was rightly annoyed that the Police had tried to prosecute persons who had
expressed some innocuous views and opinions on some political events. But instead of
identifying and fixing the root cause behind the police action as a misunderstanding of
how technology handled ” One to one messaging in private space ” as compared with “One
to Many messaging in public space”, Court came to the conclusion that it was the section
which was wrongly worded and had to be scrapped . The Court declared that it was not
possible to read down the section for the given context and nothing short of scrapping of
the section was the solution.
The technology challenge in this Section 66A issue which the Court was confronted with
and failed to resolve was to determine whether a ” Face Book Posting” or ” Twitter
Posting” visible to the public and searchable in a search engine like Google is same as ” E
Mail sent from one person to another ” or an “SMS sent from one
mobile owner to another ” which were not available for view by anybody other than
the recipient unless he decided to publish it at his choice.
Court
interpreted
that
there
is no
difference
between
a
”
Publicly available information” and a ” Confidential private message” and hence there
could be a ” Chilling effect on the society” if an individual sent a personal SMS message to
another person. It appeared that the Court could not appreciate the difference between a
Social Media platform from a Communication technology.
In this instance the technology challenge was faced by the Judiciary which had a difference
of opinion with the law makers. Court ended up considering the erroneous interpretation
of the Police as correct and proceeded to change the law by a judicial axe.

E- SIGN SYSTEM OF EL ECTRONIC SIGNATURE
The second instance of technology that created a challenge was with the law makers
themselves who were supposed to be technologically well informed and should have
therefore solved the technology challenge with which they were confronted with. This was
when the system of e-Sign was notified as a form of electronic signature for authentication
of electronic documents in 2015. In this instance, Government introduced a system of
electronic signature called e-Sign using a procedure which was techno -legally
inappropriate.
In the specified procedure for obtaining e-Sign certificate, the application of a subscriber
to be made to a Certifying authority was allowed to be made with an e-KYC procedure in
which the subscriber’s application was accepted by the Certifying authority as an online
electronic document even before the ability to authenticate such an electronic document
was granted with the issue of the Certificate.
Also, the generation of a random key pair essential for the issue of the Private key to be
used for signing was done on a Hardware Security Module (HSM) device under the control
of the Certifying authority and not in control of the subscriber making the application.
The procedures adopted in the system pose a legal question on the validity of the e-Sign as
valid authentication under ITA 2000/8.
These anomalies have not come for judicial scrutiny so far and remain a decision of the
Controller of Certifying Authority which is an independent authority under ITA 2000/8 and
also is a quasi – judicial authority itself.
If critically examined, the procedure may not meet the requirements specified under the
law and the system of e-Sign may be considered as ultra-vires the Act. To regularize this
scenario, a retrospective change of law may be required.

SECTION 65B CERTIFICATION
The third instance where technology has challenged judicial understanding is in the
interpretation of Section 65B of Indian Evidence Act 1872 (IEA). In this instance, law clearly
laid out under ITA 2000 that electronic evidences shall be admissible as evidence only if
they are presented as “Computer Outputs” with a certificate under Section 65B of IEA and

not otherwise. It is also stated in this provision that electronic evidence under Sect ion 658
is admitted without the production of the “Original” and also that “no oral admission is
relevant as to the contents of electronic records”.
However multiple conflicting judgements from the judiciary in this regard indicate that the
Judiciary has not been able to understand and appreciate why Section 65B is necessary
and why the procedure mentioned there in is the best suited for admission of electronic
documents.
The conflicting decisions of different courts can be observed in the following decisions.
1. The first evidence under Section 658 was admitted in a Court on 5th November,2004
(State
of
Tamil
Nadu
v.
Suhas
Katti, AMM
Court
, Egmore, Chennai) resulting in the successful conviction of the accused. This
accepted the evidence as per the provisions of the Act. On 4t th August 2005,
honorable Supreme Court of India, in the State (N.T. Of Delhi) v.
Navjot
Sandhu@
Afsan
Guruvi ,
accepted electronic evidence without Section 658 evidence and held that there
was “No bar to adducing secondary evidence under the other provisions of the
Evidence Act, namely Sections 63 and 65”. This was ultravires the Act.
2. On September 18, 2014, a three member bench of the Supreme Court in Anvar P.V. v.
P.K.Basheer and others reversed the order of the earlier bench in the Afsan Guru
case and upholded the principles in the Act which had been correctly captured by
the Suhas Katti judgement. The order in the Basheer case was a detailed speaking
order which should have set aside any doubts about the mandatory need for
production of Section 65B certificate for the admissibility of electronic
3. On 30th January 2018, a two member bench of the Supreme Court delivering an
interim judgement on an SLP (2302 of 2017) in the Shafhi Mohammad Vs The State of
Himachal Pradesh SLP stated
“…we clarify the legal position on the subject on the admissibility of the electronic
evidence, especially by a party who is not in possession of device from which the document
is produced. Such party cannot be required to produce certificate under Section 65B (4) of
the Evidence Act. The applicability of requirement of certificate being procedural can be
relaxed by Court wherever interest of justice so justifies”
The frequent flip-flops by different judges of the supreme court with the smaller bench
having the courage to issue a clarification to overrule the decision of the larger bench
indicates that Section 65B provisions have completely foxed the Judicial community and
created a divide within the judiciary.

The resulting judicial chaos is threatening the future of Cyber Law interpretation in the
country and must be resolved.
The problem in Section 65B confusion can be traced to the inability of the Judicial system
to understand that “An Electronic Evidence” exists inside a computing device in the form of
“Binary Impressions” which are interpreted by a chain of software and hardware devices to
be finally presented to an end user as “Text” or “Audio” or “Video”.
As a result of this, human experience of electronic evidence is always dependent on
software and hardware and is not an “Absolute experience”.
Hence Section 65B rightly mandated that a “Certifier” should assume the responsibility to
tell the Court to the effect that
“Here is a Computer Output which may be admitted as evidence. This is a faithful and a
reliable rendition of the binary impressions that constitute the evidence”.
The section 658 also stated in effect that
“The computer output may be produced in the form of a Print out and the Original Binary
Impressions are not required to be produced before the Court because any way it
cannot be produced in its absolute form”.
If the need for such certification is eliminated as declared in the Shafhi Mohammad case,
then any fabricated evidence presented in the Court could be admitted without
any person taking responsibility for the “Apparent form of the evidence” let alone the
“Genuineness” of the evidence.
Thus the inability of the bench in the Shafhi Mohammad decision to appreciate the
technical aspect such as
– “A Binary Impression on a magnetic or optical storage device called a hard disk or a CD is
what the Judiciary is looking up as an Electronic Evidence”,

-” which though is the Primary instance of the evidence, can be seen and experienced by a
human being only in its Secondary form” has created a judicially chaotic situation where
lower courts are emboldened to reject the decisions of the higher courts.
Section 65B confusion is not because the law is inadequate but it is because the judiciary
is unable to understand the intention behind the section. This cannot be corrected by
changing the law. The inconsistent nature of interpretation can only be corrected by the
judiciary developing a “Techno legal mindset” shedding some of the age old concepts such
as “Primary” document and “Secondary Document” etc.
It is in the context of such Techno Legal difficulties that we look towards the emerging
technologies such as “Artificial Intelligence” and “Quantum Computing” and debate the
emerging challenges.
“Artificial Intelligence” (A l) is a system of data processing where the machine is
programmed to learn by its own earlier experiences and re-set itself to new decision rules
as against the normal programming scenario where it is pre-programmed to a given set of
decision rules set by the human programmer. Al is often supported by “Big Data” collected
from multiple sources and multiple contexts but integrated at the time of processing to
derive better meaning.
Quantum computing (QC) is a system of computing where the binary data storage and
processing system will be replaced by quantum bit storage and processing system. Both
will have an impact on the interpretation of law by the judiciary and require a completely
new line of judicial thinking.

CHALLENGES POSED BY ARTIFICIAL INTELLIGENCE
(AL):
Recently two incidents have highlighted the Cyber Legal issues that will be emerging in the
area of Al and Big Data Analytics. First incident is that of the fatal accident created by an
autonomous Uber Car in Arizona. Second is the controversy surrounding the personal data
of 50 million Face Book users which were processed for creation of psychometric profiling
by an academician through a mobile app and subsequently suspected to have been used in
creating an election campaign.

In the Uber Autonomous car accident, the Car was cruising in the driverless mode under
the control of Software that should have detected obstacles and applied brakes when
required. It however failed to apply brakes when the victim was crossing the road and
knocked down the person without even slowing down. At the time of the accident there was
a supervisor at the driver’s seat but he was not controlling the car.
The legal issue now is who is legally liable for the accident. Apparently Uber the owner of
the car is the prime accused. But Uber would like to place blame on the creator of the
software which was working on an Al processing system. The software developer may
however blame the sensor failure and the sensor failure may blame the real time
connectivity. The final decision on who is responsible will depend on the Forensic evidence
that includes the log records within the Car system and the central server if there was real
time connectivity of the server with the Car navigation system.
The fault may also lie in the mechanical system of braking which could have also failed in a
normal car. There is also an issue of what was the role of the man behind the wheels. There
is a question on whether he had an opportunity to take control and prevent the accident
and whether he failed to do so or whether the system of taking over the manual control
failed to respond.
Current laws in India have a provision to deal with the action of automated software and
attribute it to the “person who caused the software to operate automatically” (Section 11 of
ITA 2000/8). This provision of “Attribution” was conceived to address the automated
responses of servers such as acknowledging an e-mail.
On the other hand, the current Al context involves a circumstance when the
“automatic operation” is related to ” Cognitive sensing” of an event and “taking real time
decisions ” by the system as also ” generating an output action instruction” based on
machine learning. This cannot be equated to the automated response of a server based on
a set of decision rules.
One school of thought is that extending the “Principle of Attribution” to the Al scenario is
stretching the current law a bit too far and the current laws must be considered inadequate
to the Al scenario. Even the ability to interpret the electronic evidence necessary to be
evaluated in this instance could be difficult given our earlier experiences with electronic
evidence. As a result, convictions may be almost impossible under the current laws.
On the other hand, to meet the Al challenge of attribution, we may have to define
“Automated Response” at two levels.

First being the “Reflexive Response” based on pre-determined decision rules input by a
human being which is the default configuration of software.
The second could be the “Considered Response” where the machine learning has modified
the earlier human set rules and created a new version of rules.
Law has to then decide how much of liability will be attributed to the “human negligence” in
programming and how much to a “Technical failure beyond the control of humans”.
Further, in view of the multiple parties involved as in the case of the Uber incident, we may
also have to define “Due Diligence” for each of the parties. Probably we may also have to fix
“Joint and Several liability” for different stake holders such as the Al software developers,
the “Sensors which feed data to the Al software”, the “Owners of the integrated devices”,
the “Network service providers who carry the data in and out of the Al environment” etc.
The second instance that has been in discussion in recent days is the case of a Cambridge
Analytica Face Book data usage controversy. This has two elements of law to contend with,
one being the “Privacy Issue” and second being the status of a “Value addition process” for
raw data.
In this case, there was an academician who collected data from Face Book users on a
consent basis and processed it for conducting a psychometric analysis of the data subjects
to arrive at some scientific hypothesis. This resulted in “Value added” information being
generated out of the raw data.
This value added data was passed on by the researcher to a marketing firm namely
Cambridge Analytica which could be also for the validation and testing of the hypothesis.
However, this value added data was used for designing a marketing campaign for an
election to determine what communication would make a citizen vote for a given candidate.
Whether the hypothesis worked and contributed to a successful campaign or not is a
subject matter of another research not connected with the current controversy.
There is now a charge that there has been a breach of privacy by Face Book which allowed
the data to be used by the academician in a manner that was not in conformity with the
consent given first to Face Book and then to the App owner.

The moot point is whether law should recognize that it was a due diligence requirement of
Face Book, to have verified the source code of the App and check if the consent provided
by the users to the App was exactly what the App was acting on. Whether this is reasonable
for a “Social Media” and consistent with the media laws, has to be also determined.
The Current Privacy and data protection laws are designed for a situation where a human
accesses personal data under consent and if he uses it for “Marketing” which may not be
permitted in the consent, it is considered as a serious breach of Privacy.
On the other hand, in the Al scenario, the data is processed by an Al algorithm, which is a
non- human entity. A non-human entity looking at the data is not necessarily to be
considered as “Data Disclosure” for Privacy purpose. This non-human entity (Al algorithm)
processes the data and draws some inference which may be correct or incorrect. The
“inferred data” is similar to a “Pseudonymized Data” rather than “Real Data” . The humans
may thereafter look at the data in the processed form which is not the raw data and take
decisions including using the processed data for marketing. But the doubt remains whether
they are actually using the raw data which is real or a processed data which is an inference
which may be correct or incorrect. The disclosure of the inferred data may not therefore
be considered as equivalent to disclosure of raw data.
In the emerging scenario where “Data is the New Oil”, it is not possible to eliminate the
machines accessing personal data without a huge regression in the development of the
society.
It may therefore be necessary for the Privacy laws under the Al scenario to re-define
“Privacy Breach” which excludes the access of personal data by a computer even if the data
is considered identifiable and also appreciate the concept of “Inferred data” being different
from raw data and is more similar to pseudonymized data. Privacy Breach may however be
recognized when “Data which is identifiable as belonging to a living person is accessed by
another living person”. When a Computer hands over data to a human being in an
“identifiable manner”, the recipient could be held responsible for its use as per consent or
as per legal exceptions under which access is permitted without consent.
We therefore need to formulate a new law that is acceptable to the Privacy activists and
the Big data analytics industry by such re-definition of what is Privacy right and when is it
considered as breached. The current laws may be considered inadequate to meet the
Privacy requirements in the Al era.

QUANTUM COMPUTING:
Another major technological development that has occurred in the recent years which is
like ly to completely turn around all the concepts of Computerization which is embedded
into our Cyber Law is “Quantum Computing”.
Quantum computing is considered to be capable of increasing the computing powers at
exponential rate so that computing will become incredibly fast. The speed with which
computing can be done in the Quantum computing (QC) scenario actually introduce a
paradigm that may take “Artificial Intelligence applications” and “Big Data (BD) Analytics” to
an entirely new level. As a result, there would be boosting of not only the speed of
computing but also creation of new uses.
This AI-BD-QC combination would be so powerful that we will be in a generation that is far
different from the current computing environment. When technology moves, it is essential
that Cyber Law tries to catch up with the changes. If a proper attempt is not done now,
Judiciary will fall so much short of expectations that it could become redundant.
This will give raise to a “Lawless society” where hackers and criminals will have a free rein
without the fear of law. Hence there is a need to address this issue of keeping our cyber
laws in pace with the technology.
Understanding Quantum Computing:
In terms of Computing, the Quantum Computing introduces two distinct changes to the
system we are presently aware. One is called “Super positioning” and another is called
“Entanglement”.
The current system of computing runs on the basis of ”Transistors” and ” Blocks of Data”
which can be made to either carry a charge or not carry any charge. The data points can
also be looked at as a series of light bulbs which is either “On” or “Off”. The transistors can
be made to either allow electricity to pass through or not pass through and can be used as
gates for data processing.
This technology is ideally suited for the system of “Binary” representation of data where any
data point can be represented either as an “On” state or an “off” state as two of the binary
representations.

On the flip side, every instruction in a binary computerization system has to be processed
one step at a time. Each time the processor should be asked a question for which the
answer is either Yes or No. As a result the speed of processing has a limitation in binary
processing.
Similarly data has to be stored with each unit of storage (bit) and is capable of taking only
one values either a zero or one at a time. This limits the amount of data that can be stored
in a given resource.
In the Quantum bit scenario, each unit of data storage is called a “Quantum Bit” or a “Qubit”.
The “Qubit” has a property of being able to take either Zero or one simultaneously. In other
words each unit of data can take two positions “Zero” or “One”.
When multiple Qubits are used for data storage, the data storage capacity increases
exponentially and holds larger amount of data.
It is interesting to note that while the same Qubit holds multiple values simultaneously,
when it is invoked for measurement, it takes a specific value. This is a principle of Quantum
Mechanics that states that when the state of an electron is measured, it takes a specific
value but at other times it may be under an “Uncertain” state.
The second property of Quantum Computing which is called “Entanglement” is even more
intriguing. This indicates that under certain conditions, two particles get “Entangled” in
such a manner that any change of state in one of the entangled particle of the pair will
automatically change the state of the other particle even if the two particles are physically
separated and is not connected either by wire or by wireless communication that we know
of today.
The “Entanglement” is a phenomenon which is not easy to comprehend and
appears more like fiction. But it has been experimentally tested and it is proven that if one
of the pair of the entangled particle is changed from value “O” to “l”, the partner particle also
changes from its current state say of “1” to “O”. This means that bits can be remotely
changed by manipulating one of the members of the pair . In other words, entangled
particles can be transposed at a different physical location without directly making the
changes.
The “Entanglement Property” will define a new kind of “Entangled Connectivity” like the
wired connection through Ethernet, or an optical fibre or wireless connections through

microwave or radio waves. Law may have to recognize this new “Entangled Connectivity”
though it cannot be understood in any other known human experience.
It is therefore interesting to speculate how the law has to respond to the concept of “Super
Positioning” and “Entanglement” in Quantum Computing scenario.

CHALLENGES IN EVIDENCE PRESENTED BY QUANTUM
COMPUTING
These Quantum properties have presently unknown potential to create issues in Cyber
Forensics and Evidence gathering.
In the “Binary” method of computing used in Classical Computing, a “Bit” is in a
defined state. Hence accepting it as “Evidence” is feasible despite the uncertainties
discussed earlier arising out of the conversion of the binary impression into a humanly
readable form with the use of intermediary software and hardware.
In Quantum computing, the Qubits will not be in any specific state . There will however be a
“Probability” that it will be in a given state when measured and this “Probabilistic Value” is
considered the “Real Value of the Bit”. It would be difficult to see how the current law can
react to such a concept of a “Probabilistic Value”.
It is safer to say that current law will reject the concept that an electronic document can
be created from Qubits which may be either in zero or one state at the same time but its
probabilistic value is what comes out as a unit for creation of a sequence of bits which form
a document.
Going into the future, Quantum Computing is expected to be used in back end processing
along with Classical computing at the input and output end. In such an integrated system,
the data processing will start from a classical computer, go through a quantum computer
and again presented in a Classical computer.
As long as the end points of processing are controlled by classical computers, law can
successfully handle the legality of electronic documents produced by such an integrated

system by considering the Quantum Computing part to be part of the operating system
which is an intermediary system.
In fact, Section 65B interpretation may still survive in the QC scenario since it focuses on
the “Computer Output” as generated in the viewer’s computer and ignores the “Original
Status” or the “Earlier operations that go behind the scene”.
However, in Cyber Forensics, the challenges do remain where the integrity of the quantum
computing component is as important to be proved as the integrity of the classical
computers that appear at each end of the transaction.
For example, if a given Qubit had a probabilistic value of 70% to be a “Zero” but the
document indicates that the value was a “One”, a Forensic evaluator has to certify that it is
possible that the Qubit can have a value of “One” in 30% of the time when the number of
instances measured is large. If the sample size is not big enough, it is possible that the
results appear to be different from the probabilistic values and the Forensic expert may
have to justify what otherwise appears to be an anomaly.
At this point of time, it is difficult to envision what sort of Cyber Forensic tools will enable
a Forensic evaluator to come to such conclusion with a level of certainty with which he can
stand in a Court and make a statement under oath.
If in a cross examination today, if a witness says that the answer to a question is both yes
and no, he would be chastised, but an expert in Quantum computing will always say there is
X % probability that the answer is yes and Y % probability that the answer is No but in any
given single measurement, the result could be either X or Y.
Unless the Criminal Justice System is able to device methods by which the concept of
“Proving beyond Reasonable Doubt” can be over ruled, no evidence in a QC scenario would
be considered acceptable for criminal convictions.
The criminals in the QC era would be happy if the Law remains what it is today while the
technology changes.
It is also possible that if a computer program has been constructed taking into account a
certain probabilistic value of a Qubit and the actual value turns out to be different and
therefore the software misbehaves. Fixing liability for such misbehavior of software could

be the challenge that the future judiciary will face. It is precisely such instances which are
occurrences beyond the 2 sigma level of probability that may make the fiction stories of a
Humanoid Robot turning a rogue a reality. Hence Judiciary should be ready to handle such
exceptions by creating a robust Cyber Law for the Future.
If we accept that Science can accept the theory of uncertainty, then law has to also follow
suit. We can therefore see a futuristic scenario where if the electronic evidence has any
trace of Quantum Computing, a different set of principles of Criminal Justice would be
applicable which will accept “Proving within probabilistic certainty” is sufficient to convict
a person.
This is an example of why we should “Unlearn, shred and shed” some of our current strong
beliefs if we want to face the techno legal challenges of the coming days.
This Article has been written by Na.Vijayashankar, Cyber Security and Cyber Law
Consultant, Bengaluru.
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